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C KaXKAbIM I'OA0OM MOJIOI[é)KI/I B I/IHTepHeT € CTAaHOBHUTCS GOHBH_IG, a MIKOJIbHUKHU OJHU U3 CaMBbIX
aKTHUBHBIX TOJIb30BaTelied PyHera. Mexny TeM, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
WurtepHeT HecET 1 poleMbl. JTa maMsATKa I0DKHA TOMOYb O€30IaCHO HAXOIUTHCS B CETH.

KomnblorepHbie BUPYCBI.

KoMIBIOTEpHBII BUPYC — 3TO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIMYMTEIBHON
0COOEHHOCTBIO KOTOPOH SBIISCTCS CIIOCOOHOCTH K Pa3MHOXKEHHUIO. B JomoHeHne K 3ToMy, BUPYCHI
MOI'yT MOBPEIUTh WJIM TOJHOCTBIO YHMYTOXWMTh Bce (aiiibl M JaHHbIE, IOAKOHTPOJIbHBIE
MOJIB30BATEII0, OT UMEHH KOTOPOro OblIa 3armylieHa 3apakEHHash MporpamMma, a TakKe IMOBPEIUTh
WM JJaXKe YHUYTOXKUTh orepatonnyto cucremy (OC) co Bcemu ¢aiinamu B iesioM. B GonbiimHCTBE
CJIy4acB BUPYCBI PaCIIPOCTPaHAIOTCS yepe3 MIHTepHer.

MeTobl 321U THI OT BPEIOHOCHBIX NPOIPAMM

1. Mcnionb3yii cCOBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UIMEIOIINE CEPhE3HBIN YPOBEHD 3alLUThI OT
BPEJOHOCHBIX IIPOIPAMM.

2. IlocTostHHO ycTaHaBnMBail LM(POBBIC 3aIUIATKH, KOTOPHIE ABTOMAaTUYECKH YCTAHABIMBAIOTCS C
LeJIbI0 JOpaOOTKU IPOrpaMMBbl U Ipyrue OOHOBIICHUS CBOEH onepalinoHHON cucteMbl. CkauuBail ux
TOJBKO ¢ oduimanbHOro caiira paspadorunka OC. Ecnu cymiecTByeT peXuM aBTOMAaTHYECKOIO
OOHOBJIEHUS], BKJIFOUH €TO.

3. MHcnonp3yll aHTUBUpPYCHBIE NPOrpPaMMHBIE IIPOMYKTHl M3BECTHBIX IPOU3BOAUTENEH, C
ABTOMATHUYECKUM OOHOBJICHHEM 0a3.

4. OrpannurBaii GU3UMIECKUA JOCTYI K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII.

5. He otkpsiBaii MHTEepHET-(haiinibl, MOMydYeHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. Jlaxe Te (aiiibl,
KOTOpBIE TIPUCIIAJT TBOM 3HAKOMBIN. JIydIlie yTOUHH y HEro, OTHpaBIIsUl JIM OH TeOe HX.

Cern WI-FI:

WI-FI — aT0 He Bua nepenaun TaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIb OpeHn, Mapka. Emgé B 1991
roly HUJEpIaHICKas Kommanus 3apeructpupoBaia Operny «WECA», uro 0003Ha9ano
cnoBocoueranne «Wireless Fidelity», koTopblii mepeBoauTCs Kak «OECHPOBOMHAS TOYHOCTBY. JI0
HAIIETO BPEMEHH J0NUIa Jpyras abOpeBuarypa, KoTopas SBISETCS TaKOW K€ TEXHOJIOTHeH. DTo
a06peBuarypa «WI-FI». Takoe Ha3BaHMe OBLIO JaHO ¢ HAMEKOM Ha CTaHAApPT BBICLIEH 3BYKOBOIi
texuuku Hi-Fi, 4To B riepeBo/ie 03HaYaET «BBICOKASI TOYHOCTH.

Ha, OecrmatHbiii MHTepHer-mocTynm B Kade, OTENIX W adpoONOpTaX SBISAETCS OTIMYHOM
BO3MOXKHOCTBIO BbIXOzia B MHTepHeT. Ho MHOIrHe SKcnepThl cuuTaroT, 4to odmienoctynasie Wi-Fi
CETH He SIBIISIIOTCS 0€30I1aCHBIMU.

CoBeTbl 110 6e30I1aCHOCTH Pa6oThI B 001eaocTYNHbIX cersax WI-FI:

1. He nepenasaii cBoro nmuuHyro uHpopmaruio yepes odmenocrymnusie WI-FI cetn. Paborast B Hux,
JKeJaTeIbHO He BBOJUTH MAPOIU JIOCTYIA, JJOTUHBI M KaKHe-TO HOMepa.

2. Hcnonb3yih M OOHOBISI aHTUBHMPYCHBIE MpOorpamMMbl U OpaHamayep. TeM caMbIM Tbl
obe3onacuiib cedsl OT 3aKauKu BUpYyca Ha TBOE YCTPOMCTBO.

3. IIpu ucnons3oBanun WI-FI otkmoun dynkmmio «OO0mwmii goctyn K ¢ailiam U MpUHTEpaM».
Jannast QyHKIMS 3aKpBITa 110 YMOTYaHHUIO, OTHAKO HEKOTOPBIE TOJTB30BATENN aKTHBUPYIOT €€ IS
y100CTBa UCMOJIL30BaHUs B paboTe Win yuéoe.

4. He ucnone3yit nyommuneiii WI-FI 1y nepenaun nMyHBIX JaHHBIX, HApUMeEp, /Ul BbIXOJa B
COLIMAJIBHBIE CETU WU JIEKTPOHHYIO MTOYTY.

5. Ucmonms3yi TonbKO 3anmmiéHHoe coenuuenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azipeca BBOJIM UMEHHO «Nttps://».

6. B moomieHoM Tenedone otkmoun yakmro «llogkmouenne k WI-FI aBromatndeckn». He
JIOIyCKail aBTOMaTHUECKOro MOKIIF0UeHH s yeTpoiicTBa K cetam WI-FI 6e3 TBoero cornacusi.

ConuajbHble CeTH.
COHI/IaJ'IBHBIe CE€TH AKTHMBHO BXOIsT B Hamy )KI/IBHI), MHOT'UE€ JIFOIHN pa60Ta}0T %1 )KI/IBYT TaM
MIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUJITHAP/T YETIOBEK, YTO SIBJISIETCS OJTHOM CEIbMOit
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BCEX JKUTeNeH Tu1aHeTbl. MHOTue MoJIb30BaTelli He IOHUMAIOT, YTO HH(OpMAIHs, pa3MeIEHHAs UMH
B COLIMAIBHBIX CETSIX, MOXKET ObITh HaiiieHa M KCIOJb30BaHa KEM YroJHO, B TOM 4YHCJIE HE
00s13aTeNbHO C OJJariMy HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH B COLIMAJIBHBIX CeTAX:

1. OrpanuunTh CMCOK Apy3ed. Y TeOs B ApY3biX HE JAODKHO OBITH CIy4allHbIX M HE3HAKOMBIX
JIIOAEH.

2. 3ammmias CBOIO YacCTHYIO JKW3Hb, HE YKa3bIBail Mapoiu, TeiaeoHbI, aapeca, AaTy TBOETO
POXKICHUS U JPYTYI0 JIMYHYIO HHQOpMAIMIO. 3JIOYMBIIUIEHHUKA MOTYT MCIHOJNb30BaTh JaKe
UH(OPMAIIHMIO O TOM, KaK Thl M TBOM POJIUTEIH IUTAHUPYETE IIPOBECTH KAHUKYJIBI.

3. 3ammuinas CBOIO peryTaiuio — Iepku e€ B YMCTOTE U 3a/1aBaii cebe BOPOC: XOTes Obl Thl, YTOOBI
Jpyrue TOJIb30BaTeNIN BUACH, YTO ThI 3arpyxkaemib? [Togymaii, mpesxae yeM 4To-To OmyOIMKOBaTh,
HAIKCATh U 3arPy3UTh.

4. Ecnu ThI TOBOPHILIB C JIFOIbMH, KOTOPBIX HE 3HACIIIb, HE HCIIOJNB3YH CBOE peallbHOE UMSI U IPYTYIO
JMYHYIO HHGOPMAIHIO: UMS1, MECTO KUTEIILCTBA, MECTO YUE€ObI U IIpouee.

5. W36eraii pasmernienus pororpadwuii B IHTEpHETE, T/IE THI N300paKEH HA MECTHOCTH, TIO KOTOPOI
MOYHO OMPEIETUTh TBOE MECTOMOJIOKEHHUE.

6. IIpu perucTpanuu B COLUAIbHON CETH HEOOXOAUMO UCIIOIb30BaTh CJIOYKHBIE IIAPOJIH, COCTOSIINE
u3 OyKB ¥ IU(P U C KOIMUECTBOM 3HAKOB HE MEHee 8.

7. s coumanabHOM CETH, MOYTHI U JPYTMX CAMTOB HEOOXOIMMO HCIOJIB30BaTh PAa3HBIE TAPOIIH.
Torma ecnu Te0s B3IIOMAIOT, TO 3IOYMBIIIIIEHHUKH MOTy4Yar AOCTYII TOJIBKO K OTHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHBIE JICHbIH.

DNeKTPOHHBIE IEHbIY — 3TO OYEHb YIOOHBIH CIIOCO0 IUIATEXeH, OHAKO CYLIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTST MOJIyYUTh 3TH AECHBIH.

ONEKTPOHHBIE IEHBI MOSBUWINCH COBCEM HEIABHO M MMEHHO U3-3a 3TOr0 BO MHOTMX I'OCYIapCTBaxX
JI0 CHX TIOp HE IPOITMCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT U O HUX YK€ IPONMCAHO B 3aKOHE, TJI€ UX pPa3fesfioT Ha
HECKOJIbKO BHJIOB: aHOHHMMHbBIE M HE aHOHUMMHbIE. PazHMIla B TOM, YTO aHOHUMHBIE — 3TO TE, B
KOTOPBIX pa3pelraeTcsi IPOBOUTH ONEpalu 0e3 UIeHTH(UKAIIMK OJIB30BaTeNs, a B HE aHOHUMHBIX
UIeHTH(UKALIMS [TOJIb30BaTeNEN SBIISIOTCS 00sI3aTeNbHOM.

Taxoxe crenyer pa3nuyarh JIEKTPOHHbIE (PUATHBIE IeHbIM (paBHBI FOCYIapCTBEHHBIM BAJIIOTaM) U
ANIEKTPOHHbIE HEPUATHBIE IeHbIH (HE paBHBI TOCYIApPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€301aCHOM PadoTe C JICKTPOHHBIMH JeHbIAMU

1. TIpuBsxu K cu€Ty MOOUIIbHBIN TenedoH. DTo caMblil YI00HBIN U OBICTPBIN CIIOCOO BOCCTAHOBUTH
noctyn k cu€ry. [IpuBs3anHbiil TenedoH moMoXer, eciu 3a0y/ellb CBOW IUIAaTE&XHBIN Mapoib UK
3ai 1€ML HA CAT C HE3HAKOMOT'O YCTPOMCTBA.

2. Ucnonw3yit ogHOpaszoBble maponu. [locie nepexoaa Ha yCHIICHHYIO aBTOpU3ALMIO TeOe yxKe He
OyzeT yrpoarh ONaCHOCTh KPaXKH WJTH MepexBaTa IJIaTEKHOTO MapoJisl.

3. Beibepu cnoxnbiii maponb. [IpectynHukam OyneT He NPOCTO YrajaTh CIOXKHBIM Mapolb.
Hanéxuple nmaposnu — 310 mapoiu, KOTopble, KOTOpbIE COAEp)KaT HE MEHEee 8 3HAKOB U BKIIIOYAIOT B
ce0st CTpOUHbIe U MPOIHUCHBIE OYKBBI, IIM(Pbl U HECKOJIBKO CHMBOJIOB, TaKHME KaK 3HaK J0JUIapa,
(yHTa, BOCKIHIIATEIBHOBII 3HaK 1 T.11. Harmpumep-$tRONG!;;

4. He BBOAM CBOM JINYHBIE TaHHBIE HA CalTaX, KOTOPbIM HE 10BEPSIELIb.

DJICKTPOHHAs! OYTA.

OJNEKTpOHHAsT MOYTa — A3TO TEXHOJOIMsS M TPENOCTAaBISIEMBbIE €H0 YCIYTH I0 NEPECBUIKE M
HOJTYYEHHIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPENEIAIOTCS B KOMITBIOTEpHOH ceTH. OObIMHO
SJICKTPOHHBIA TMOYTOBBIA SIIMK BBIJISAUT CIEIYIOIMM 00pa3oM: HMs _MOJb30BaTeI@umMs
_noMeHa. Taxoke KpoMme mepeiau IPOCTOro TeKCTa, UMEeTCsl BO3MOXKHOCTD Iepe/1aBaTh (Paiiibl.

OcHoBHBbIE COBETHI 10 0€3011aCHOM padoTe ¢ JIEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh npaBWiIbHBIM TOYTOBBI cepBuc. B HHTepHeTre ecTh OrpoMHBI BBIOOP
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OECIIaTHBIX TOYTOBBIX CEPBHCOB, OIHAKO JIy4llle JIOBEPSATH TE€M, KOTO 3HAelllb M KTO IEPBHIA B
peiTHHre.

2. He ykaspiBaii B nMuyHOM moute JmuHyro uH(opmammio. Hampumep, mydiie BbIOpaTh
«My3bIKaIbHBIHN (hanat@» win «pok2013» BMecTo «remal3».

3. Mcnonp3yil ABYX3TalHYyI0 aBTOPU3AlMIO. JTO KOIZAa MOMHMO MapoJisi HY)KHO BBOAUTH KO,
npuckuIaeMbIi mo SMS.

4. Bo1Oepy CII0KHBIA apOoJib, HAIEKHBINA U YCTOWYMBBIN K B3JIOMY.

5. Ecii ecTb BO3MOXKHOCTB HallMCaTh CaMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIL3YH 3TY BO3ZMOMKHOCTB.

6. Hcronb3yil HECKOIBKO MOYTOBBIX SIIMKOB. 11epBblil — A1 yacTHOM MEpENnMCKU C aapecaTamu,
KOTOPBIM ThI I0BEpsiCIIb. DTOT NIEKTPOHHBIH aJipec He Hal0 PErucTpUpoBaTh Ha (hopyMax U caiTax.

7. He oTkpbIBaii (aitsibl ¥ Apyrue BIOKeHUs B chbMax. Jlydiie yroyHu y npy3ei, OTHpaBisuIf JId
OHHU TeOe ITH (ailIbL.

8. Ilocne oxoH4aHMs1 pabOTHI Ha TIOYTOBOM CEPBHUCE TIEPE 3aKPHITHEM BKIIAJIKU C CAiTOM He 3a0y/b
Ha)kaThb Ha «BpIATI».

Ku0epOy//IMHI WM BUPTYAJIbHOE H3/1eBATEIbLCTBO.

KubepOymmmar — mpeciieioBaHue  COOOIICHUSIMHU, COACPKAIIMMH OCKOPOJICHHUS, arpecCHro,
3alyrMBaHKe; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHME C IOMOIIBIO PA3IUYHBIX HHTEPHET-
CEpBHCOB.

OcHoBHBbIE cOBeThI 10 60pbOe ¢ KHOEPOYINHIOM:

1. He 6pocaiics B 60ii. JIyummii crioco0 — IocoBETOBaThCS Kak ceOsi BECTH U, €CITH HET TOTO, K KOMY
MOXXHO OOpaTUTHCS, TO BHA4ale YCHOKOUThCS. Ecnm Tl HauHEIIb OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJICHHSI, TO TOJIBKO €I OOJIBbINE PAa30AOKeTh KOH(IIHIKT.

2. YrpaBnsii cBoer KuOeppenyTaiuei.

3. AHOHUMHOCTh B ceTM MHMMas. CyIIeCTBYIOT CHOCOObI BBIICHUTh, KTO CTOUT 33 AHOHHUMHBIM
AKKayHTOM.

4. He crouT BecTH XYyJIMTaHCKWH 00pa3 BUPTYyalbHOW XW3HH. VIHTEpHET (UKCHpYeT BCe TBOU
JEHCTBUSI M1 COXpaHsIeT UX. Y JaIUTh UX OyleT KpaiiHe 3aTpyIHUTEIbHO.

5. ColGuroziait CBOIO BUPTYAJIbHYIO YECTh CMOJIOTY.

6. Urnopupyil enuuuuHblii HeratuB. OJHOPA3OBble OCKOPOMTENbHBIE COOOILIEHHS JIydllle
urHopupoBarb. OOBIUHO arpeccusi MpeKparaeTcss Ha HAYaIbHOM CTaIUH.

7. BrIoKMpoOBKa OTIPAaBKU COOOILIEHUH C OIpe/IeNIEHHBIX apeCOB.

8. Ecmum THlI sBuselibcs CBUIETENEM KHOEpOyJUIMHTA, Thl JOJDKEH BBICTYHUTH IPOTHB
npecieaoBaHys, MOJIep)KaTh KEPTBY, COOOIIUTh B3POCIBIM O (DaKTe arpecCMBHOTO IOBEICHUS B
CeTH.

MoOuibHblii TesiedoH.

CoBpemeHHble cMapT(OHBI M IUIAHILETHI COJEp)KaT B cebe BIOJIHE B3pOCIbIM (YHKLIMOHAN, U
Terepb OHM MOTYT KOHKYpPHPOBAThH CO CTAIlMOHAPHBIMHU KOMITbOTepamMu. O/IHAKO, CPEICTB 3aIUThHI
JUIS TOJIOOHBIX YCTPOWCTB TIOKa OYEeHb MaJio. TecTHpoBaHHUe U TIOUCK YSI3BUMOCTU B HUX MTPOUCXOIUT
HE TaKk MHTEHCUBHO, Kak urs [1K, To jxe camoe kacaeTcsi 1 MOOMITBHBIX TIPHJIOKESHHUH.

CoBpemeHHbIe MOOWIIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacuupenue QyHKIFOHaNa BICUYET 32 COO0 OOJIBIIYIO CIIOKHOCTh M MEHBIIIYIO 3alTUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTEIH BBITYCKAIOT OOHOBJIEHHS, 3aKPbIBAIOIINE KPUTUIECKHE YSI3BUMOCTH
JUIS CBOUX YCTPOMCTB.

OcHoOBHBIE COBeTHI /LISl 0€30MACHOCTH MOOMIBHOTO TesledoHa:

Huuero He siBisieTcs no-HacrosuieMy OecriaTHeIM. Bynib ocTopoyeH, Beb Korja Tede npeyiaraior
OecIIaTHbIA KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHe-TO IUIaTHbIE yCiyrd. Jlymail, npexie yem
ornpaBute SMS, doTo nm Buzeo.

Heo0xo11Mo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHAa.

Hcrionp3yii aHTHBUPYCHBIE TIPOTPAMMBI TSI MOOITHHBIX TEIE(OHOB.

He 3arpysxaii npuoxeHus OT HEU3BECTHOT'O UCTOYHMKA, BEJIb OHU MOTYT COJIEp’KaTh BPEIOHOCHOE
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IpOrpaMMHOE OOeCTICUeHHE.

[Tocne Toro Kak ThI BRIAJICIIL C CaiiTa, TAE€ BBOIWI JIMYHYIO WH(GOPMAIIHUIO, 3aiIM B HACTPOHKH
Opay3epa u ynaau Cookies.

[epuoauyecku npoBepsiii, Kakue IIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE.

JlaBaii CcBOIl HOMEp MOOWIBHOTO TeleoHA TONBKO JIOASM, KOTOPBIX ThI 3HACllb M KOMY
JIOBEpSIeIIb.

Bluetooth nomkeH ObITH BBIKITIOUEH, KOT/Ia ThI KM HE TIOJIB3Yellibesi. He 3a0biBait HHOTIa TPOBEPSTH
3T0.

Online urpol.
CoBpeMeHHBIE OHJIAWH-MIPBI — 3TO KPACOYHBIC, 3aXBaTHIBAIONIME Pa3BIICUCHHS, OOBEIMHSIOIINE

COTHHU TBICSIY YENIOBEK 10 BceMy Mupy. VIrpoku uccienyroT JaHHbIM UM MUp, OOIIAIOTCS APYT C
JPYrOM, BBIIOJHSIOT 3a/1aHUsl, CPAXKAIOTCSI ¢ MOHCTPAMM U IOJIy4arOT OIBIT. 32 YA0BOJIBCTBUE OHU
IUIATAT: MOKYNAOT AUCK, OIUIAYMBAOT a0OHEMEHT WM IPHOOPETAI0T KaKKe-TO OMLIUH.

Bce st cpenctBa MAyT Ha TOAJCpP)KaHME M Pa3sBUTHE WUIPbL, a TaKKe caMy O€30MacHOCTb:
COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIUH, BBITYCKAOTCSl HOBBIE MaTdyu (LU(POBbIEC 3aIIaTKH A
IPOrpamM), 3aKpbIBAIOTCS yS3BUMOCTH CEPBEPOB.

B nmojoOHBIX Urpax CTOMT onacarbcsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3aLMHU OOJIBIIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOET0 HIPOBOI0 AKKAYHTA:

1. Ecnu npyro#t urpok Bea€T cedst TIOXO WM CO3MaéT Tebe HEMPHATHOCTH, 3a0JIOKUpYH ero B
CIIUCKE UTPOKOB.

2. Tloxamyiics agMMHUCTpAaTOpaM WIPbl Ha IUIOXO€ IIOBEIEHHE STOr0 MIPOKa, KEJIaTesbHO
HPUIOKUTH KaKHe-TO T0Ka3aTeIbCTBA B BUJIE CKPHHOB.

3. He yka3biBaii muunyro uH(popMaImio B npodaiiie urpel.

4. YBaxail Ipyrux y4aCTHHKOB I10 UIPE.

5. He ycranapnuBaii Heo(pUIIMATBHBIE TATYH U MO/IBL.

6. Vcrionb3yii cl10KHbBIE M pa3HbIE MTapOJIy.

Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIFOYATh aHTUBUPYC. [Ioka Tl Urpaelib, TBOW KOMITBIOTEP MOTYT
3apa3nTh.

OUIIMHT WM KPAKA JIMYHBIX JIAHHbIX.

OOBIYHON Kpaxked JeHer W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOIOTHIA 3JI0YMBIIUICHHUKH EPEMECTIIINCH B VIHTEpHET, ¥ MPOAOKAIOT 3aHUMAThCS
TFOOMMBIMY JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: UHTEPHET-MOLIEHHUYECTBO WM (DUIIMHT, IJIaBHAsl 11eJIb KOTOPOro
COCTOUT B TIOJYYCHUHM KOH(HICHIMAIBHBIX JaHHBIX TOJIB30BaTeNie — JIOTMHOB M Tapoieil. Ha
aHrymiickom s3eike phishing unraercs kak durmwsr (ot fishing- peidHas goBs1, password-maposb).

OcHoBHBbIe coBeThI 110 6opbde ¢ puIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOsI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMUPOBATh €€ U COOOIIUTH aIMUHHUCTPATOPaM pecypca 00 3TOM CKopee.

2. Ucnionb3yiiTe Oe30macHble BeO-CalThl, B TOM YUCIIE, MHTEPHET-MAra3uHOB U MTOMCKOBBIX CHCTEM.

3. Hcnone3yiiTe ClIOXHBIE W pa3Hble Mapoyid. Takum oOpa3oM, ecind TeOs B3JIIOMAIOT, TO
3JI0YMBIIUICHHUKH TIOJTy4aT AOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM.

4. Ecmu TeOs B3OMaiM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no0aBneHbl y T€0S B JIPY3bsiX, O TOM, 4TO TeOsl B3JIOMaJIM M, BO3MOXHO, OT TBOETO UMEHH OyneT
PAacchIIaThCs CIIaM U CCHUTKU Ha (DUIIIMHTOBBIC CANTHI.

5. YcranoBu HanéxHblid napoits (PIN) Ha MOOMITBHBIH TenedoH.

6. OTKITFOUM COXpaHEHHE MMapoJis B Opaysepe.

7. He otkpbiBas (aifibl U Apyrue MOJNOXKEHUs] B MUChMAX, JKE €CIM OHM HPHUIUIH OT TBOMX
npy3ent. Jlydiiie yTouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (haiiibl.




Iudposas penyranus.

udposas pemyrammsi — 3TO HETaTWBHAs WIM TO3WTHBHAs HWHQOpMaIMs B CETH O Tebe.
Komnpomerupytomast uHpopManus, pa3sMeIiéHHas B HHTEPHETE, MOXKET CepbE3HBIM 00pa3oM
OTpa3UTbCsl Ha TBOEH peanbHOM >ku3HU. «[ludpoBas pemyramusiy - 3T0 TBOM WMHUIK, KOTOPBII
dopmupyercst u3 uHpopManun o Tede B MIHTEepHeTe.

TBoE Mecto kuTENbCTBA, y4EOBL, TBOE (PMHAHCOBOE IMOJOKEHHE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIUIMBAETCSI B CETH.

MHorve NOAPOCTKU JIETKOMBICIIEHHO OTHOCSTCS K MYOJIMKAaluM JIMYHOM uH(opmauuu B
NHurepHere, HE TOHUMAas BO3MOXKHBIX IOCIEACTBHUM. Thl Jake HE CMOXKEIIb JOraJarbCsi O TOM, YTO
doTorpadus, pazMeliEéHHas 5 JeT Ha3ajl, cTajaa IPUYUHOM 0TKa3a MPUHSTH Teds Ha padoTy.

KommenTapum, pa3merienne TBoux (ororpaduil u apyrue JeHCTBUSI MOTYT HE MCUE3HYTh Jaxe
MOCJIE TOT0, KaK Thl UX yIAJIHIIb. Thl HE 3HACIIIb, KTO COXPAHIJI 3Ty HHPOPMAIHIO, TIoMajia JIM OHa B
TIOMCKOBBIE CHCTEMBI M COXPAHHJIACh JIM OHA, a TJIABHOE: YTO MOIYMAIOT O TeOe OKPYKAIOIIHe JIFO/IH,
KOTOpBIE HaWAYT U yBUAAT 3T0. HaiiTi uH(bOpMaIiio MHOTO JIET CITyCTs] CMOXKET JI000H — Kak U3
JOOpPBIX MOOYKIEHUH, TaK ¥ C HAMEPEHHEM MPUYMHHUTD BPeJl. ITO MOXKET OBITh KTO YTO/IHO.

OcHOBHBIE COBETHI 110 3a1UTe HU(PPOBOI permyTanum:

1. Togymaii, mpexie yeM 9To-TO MyOJIMKOBATh M MepenaBarh y ceds B OJore Wid B COLMAIBHON
CeTu.

2. B mHacrpoiikax mpo¢uis YCTAHOBM OTPaHMYECHHUs] HA TPOCMOTP TBOEro mpodwmis u ero
COZIEP’KUMOT0, CIIeTIaid €TO TOJIBKO IS PYy3ei».

3. He pasmemait u He ykaspiBali MH(MOPMAIIMIO, KOTOpask MOXET KOro-JIMOO OCKOpPOJSATH WU
OOMKaTh.

ABTOpCKOE IPaBo.

CoBpemeHHbIE OOyJaroUMecss — aKTHBHBIE MOJB30BaTeNM LU(POBOro mpocrpaHcTBa. OmHAKO
JIAJIEKO HE BCE 3HAIOT, YTO IOJb30BaHME MHOIMMM BO3MOXKHOCTAMM IM(POBOro Mupa TpedyeT
COOJTIOICHYSI TIPAB HA MHTEJUICKTYaATbHYIO COOCTBEHHOCTD.

TepMuH «uHTEIUIEKTyaIbHAsE COOCTBEHHOCTbBY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHSAM YEJIOBEUECKOIO
yMa, HaurHasl ¢ HOBBIX M300pETEHHMH M 3HAKOB, 00O3HAUYAIOIIMX COOCTBEHHOCTh Ha MPOIYKTHI U
yCIyTH, M 3aKaH4yuMBasg KHUramu, Qororpagusmu, KUHOQWIBMAMH M MY3BIKAIbHBIMU
MPOU3BEACHUSIMU.

ABTOpCKHE TpaBa — 3TO MpaBa HA MHTEIUIEKTYaJbHYIO COOCTBEHHOCTh Ha MPOM3BEICHHS HAYKH,
JUTEpaTypbl W HUCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KAaueCTBE TIapaHTUU TOrO, 4YTO
UHTEJUIeKTYaJIbHBIM/TBOPUYECKUI Tpy[ aBTOpa HEe Oy/leT HampacHbIM, JAacT €My CIIPaBeUIMBbBIE
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTarax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh U IPU3HAHUE.

Hukro Ge3 pasperieHus aBTOpa HE MOXET BOCIIPOM3BOJUTH €TI0 MPOM3BEIECHHUE, PAaCHPOCTPAHSITH,
MyOJIMYHO JIEMOHCTPHPOBATH, IPOAABAThH, UMIIOPTHPOBATH, ITYCKATh B TIPOKAT, ITyOJIMYHO UCIIOHSTS,
MOKa3bIBaTh/UCTIONHATH B 3(Upe WK pa3Meniath B IHTepHeTe.

Hcnonp3oBanue «IMpaTcKoroy» MporpaMMHOTO 0OECTIEUEeHHsI MOXKET MPUBECTH K MHOTUM pPHCKaM:
OT MOTEpPH JAHHBIX K TBOMM AaKKayHTaM 10 OJOKMPOBKM TBOETO YCTPOMWCTBA, /i€ YCTaHOBJIEHA
HeJerainbpHas nporpamma. He crout taxoke 3a0bIBaTh, YTO CYLIECTBYIOT JIETajbHble U O€CIUIaTHbIE
HpOrpaMMBbl, KOTOPbIE MOXHO HAHTHU B CETH.

Ipesugent HOYY BO MUNYIII XpeHkoB A.B.




